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Quote  

We aim to always find an optimal balance between security and usability based on risk management! !

!"#$%&'()*+")&,-.*This work is licensed under the Creative Commons CC-BY 4.0 licence. To view a copy of this licence, visit 
https://creativecommons.org/licenses/by/4.0.  

/&0,12&3-%.!The content of the document herein is the sole responsibility of the publishers and it does not necessarily 
represent the views expressed by the European Commission or its services.  

While the information contained in the document is believed to be accurate, the author(s) or any other participant in the LUMI 
Consortium make no warranty of any kind with regard to this material including, but not limited to the implied warranties of 
merchantability and fitness for a particular purpose. 

Neither the LUMI Consortium nor any of its members, their officers, employees or agents shall be responsible or liable in 
negligence or otherwise howsoever in respect of any inaccuracy or omission herein. 

Without derogating from the generality of the foregoing neither the LUMI Consortium nor any of its members, their officers, 
employees or agents shall be liable for any direct or indirect or consequential loss or damage caused by or arising from any 
information advice or inaccuracy or omission herein. 
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Cyber Security Statement for LUMI 

R%/)!6&C#U58$!)5$)!$%5!)5C#'/$L!,'/8C/,05)!$%.$!E/00!A5!.,,0/56!$&!,'&$5C$!$%5!)#,5'C&U,#$5'!584/'&8U58$Y!
/8C0#6/8X!#)5'!6.$.!.86!)#,,&'$/8X!)5'4/C5)!(D&'!5Z.U,05!P#%#'/*Y!%&)$56!AL!$%5!O+MW!(O.'X5!+8/D/56!
M&65'8!W8D'.)$'#C$#'5*!C&8)&'$/#U2!!",,0/C.$/&8!&D!$%5)5!)5C#'/$L!,'/8C/,05)!/)!'5),&8)/A/0/$L!&D!O+MW!
)5C#'/$L!.86!)#,,&'$!$5.U)2!
!
O+MWY!&85!&D!$%5![#'&NP@!,'5=5Z.)C.05!)#,5'C&U,#$5')Y!/)!0&C.$56!.$!@3@\)!6.$.!C58$5'!/8!-.V..8/Y!J/80.862!
R%5!)#,5'C&U,#$5'!/)!%&)$56!AL!@3@!D&'!$%5!O+MW!C&8)&'$/#U!C&8)/)$/8X!&D!$58![#'&,5.8!C&#8$'/5)!.)!
65D/856!/8!$%5!C&8)&'$/#U!.86!%&)$/8X!.X'55U58$)2!!
!
O+MW!/)!.8!5))58$/.0!)5'4/C5!D&'!/$)!)$.H5%&065')2!O+MW!E/00!%&)$!4.)$!.U&#8$)!&D!.C.65U/C!.86!C&',&'.$5!
'5)5.'C%!6.$.2!
!
O+MW!)$'/45)!$&!,'&4/65!C.,.A/0/$/5)!$&!,'&C5))!.86!)$&'5!)58)/$/45!6.$.2!

 
Objectives 
!
R%5!&AV5C$/45!&D!$%5)5!)5C#'/$L!,'/8C/,05)!/)!$&!58)#'5!$%5!C&8D/658$/.0/$LY!/8$5X'/$LY!.86!.4./0.A/0/$L!&D!$%5!
)5'4/C5)!.86!6.$.!A.)56!&8!A5)$!/8$5'8.$/&8.0!)5C#'/$L!,'.C$/C5)!.86!)$.86.'6)Y!'/)H!U.8.X5U58$Y!.86!
C&8$/8#&#)!/U,'&45U58$2!!WU,05U58$.$/&8!&D!$%5)5!,'/8C/,05)!E/00!#$/0/I5!)$.$5!&D!$%5!.'$!)5C#'/$L!)&0#$/&8)!
A.0.8C56!.X./8)$!$%5!C&)$)!&D!/U,05U58$.$/&8!/8!'50.$/&8!$&!$%5!'/)H)!.86!$%5!8.$#'5!&D!$%5!6.$.!$&!A5!
,'&$5C$562!!
!
R%5)5!,'/8C/,05)!E/00!A5!.,,0/56!/8!.!'5)/0/58$Y!$'.8),.'58$Y!.86!$'#)$!58.A0/8X!U.885'!E/$%!C05.'0L!65D/856!
'&05)!D&'!.00!)$.H5%&065')2!
!
R%5!&AV5C$/45!&D!)5C#'/$L!U5.)#'5)!/)!$&!)#,,&'$!$%5!U/))/&8!&D!O+MW2!35C#'/$L!/)!855656!$&!58)#'5!$%.$!$%5!
#)5')!.86!)$.H5%&065')!&D!O+MW!C.8!$'.8),.'58$0L!U55$!$%5/'!)5C#'/$L!8556)!.86!'5]#/'5U58$)2!BL!H55,/8X!

Abstract: 

R%/)!6&C#U58$!/)!$%5!@LA5'!35C#'/$L!3$.$5U58$!D&'!$%5!O+MW!,'&V5C$!.86!/$!)5$)!$%5!)5C#'/$L!
,'/8C/,05)!$%.$!E/00!A5!.,,0/56!$&!,'&$5C$!$%5!)#,5'C&U,#$5'!584/'&8U58$Y!/8C0#6/8X!#)5'!
6.$.!.86!)#,,&'$/8X!)5'4/C5)!(D&'!5Z.U,05!P#%#'/*Y!%&)$56!AL!$%5!O+MW!(O.'X5!+8/D/56!
M&65'8!W8D'.)$'#C$#'5*!C&8)&'$/#U2!
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O+MW!)5C#'5!/8!.8!.65]#.$5!.86!C&U,'5%58)/45!E.L!E5!C.8!5.'8!.86!U./8$./8!$%5!$'#)$!&D!.00!&#'!
)$.H5%&065')2!
!
^5!./U!$&!.0E.L)!D/86!.8!&,$/U.0!A.0.8C5!A5$E558!)5C#'/$L!.86!#).A/0/$L!A.)56!&8!'/)H!U.8.X5U58$Y!
#865')$.86/8X!$%5!8556!D&'!/88&4.$/45!.86!.X/05!U5.)#'5)!/8!$%5!O+MW!584/'&8U58$2!
!
!

Scope 
!
"0$%&#X%!$%5!)5C#'/$L!&D!$%5!C&U,#$/8X!.86!)$&'.X5!,0.$D&'U!/)!#865'!'5),&8)/A/0/$L!&D!@3@!($%5!%&)$/8X!
,.'$85'*Y!#)5'!/658$/D/C.$/&8Y!.#$%58$/C.$/&8!.86!.#$%&'/).$/&8Y!.)!,.'$!&D!'5)&#'C5!.00&C.$/&8Y!/)!.!
6/)$'/A#$56!'5),&8)/A/0/$L!D&'!O+MW!C&8)&'$/#U!&'X.8/).$/&8)!.86!O+MW_)!,.'$85')Y!)#C%!.)!K`"FRY!R.'$&!
P#%#'/!@&'5!.86!P#%#'/!P&'$.02!R%/)!)5C#'/$L!)$'.$5XL!C&45')!.00!D#8C$/&8)!.)!65D/856!/8!$%5!C&8)&'$/#U!
.X'55U58$2!
!
!

Liaisons 
!
;#5!$&!$%5!/8$5'8.$/&8.0!8.$#'5!&D!O+MWY!)5C#'/$L!&D!O+MW!E/00!.0)&!C&8)$.8$0L!.86!C0&)50L!0/./)5!E/$%!
[#'&,5.8!.86!/8$5'8.$/&8.0!X'&#,)!.86!D'.U5E&'H)!D&'!/8D&'U.$/&8!)5C#'/$L!D&'!'5)5.'C%!/8D'.)$'#C$#'5)Y!
)#C%!.)!)5C#'/$L!/8/$/.$/45)!AL![S3@Y!PT"@[!)5C#'/$LY!^W3[Y!K`"FR!3WK=W3MY!.86!'50.$56!@3WTR!C&UU#8/$/5)2!!
!
R&!58)#'5!$%5!C.,.A/0/$L!D&'!/8C/658$!'5),&8)5!A5$E558!O+MW!,.'$85')Y!O+MW!E/00!&,5'.$5!.!@3WTR!$5.U!$&!
%.8605!/8C/658$!C&&'6/8.$/&8!.86!C'/)/)!C&UU#8/C.$/&82!O+MW!@3WTR!E/00!.,,0L!3WTRJW!/8C/658$!'5),&8)5!
$'#)$!D'.U5E&'H!D&'!/8C/658$!C&&'6/8.$/&82!
!
35C#'/$L!4#085'.A/0/$/5)!E/00!A5!,'&.C$/450L!U&8/$&'56!.86!U/$/X.$562!O+MW!E/00!C'5.$5!,'&C56#'5)!D&'!$%5!
'5),&8)/A05!6/)C0&)#'5!&D!)5C#'/$L!4#085'.A/0/$/5)2!!
!
R%5!O+MW!&,5'.$/&8)!$5.U)!.'5!'5),&8)/A05!$&!/U,05U58$!&,5'.$/&8.0!)5C#'/$L!U5.)#'5)!.CC&'6/8X!$&!
)5C#'/$L!,&0/CL2!
!
!

Applying security best practices  
!
S8!),5C/D/C!)5C#'/$L!6&U./8)!O+MW!)5C#'/$L!E/00!.6%5'5!$&!D&00&E/8X!.,,'&.C%5)a!
!
-5L!505U58$)!&D!O+MW!35C#'/$L!M.8.X5U58$!.'5!C.$.0&X#5)!&D!&,5'.$/&8.0!'5)&#'C5)!$&!A5!,'&$5C$56Y!
A#)/85))!C&8$/8#/$L!.86!6/).)$5'!'5C&45'L!,0.8)Y!)5C#'/$L!.X'55U58$)!E/$%!C#)$&U5')!.86!,.'$85')Y!.!
)5C#'/$L!.E.'585))!.86!)H/00)!$'./8/8X!,'&X'.UY!)5C#'/$L!X#/650/85)Y!.86!.8!/8C/658$!'5),&8)5!,'&C56#'52!
S45'.00!WR=35C#'/$L!/)!.!'5),&8)/A/0/$L!.0)&!)%.'56!E/$%!.00!#)5')!.86!)$.H5%&065')!&D!O+MWY!.86!'5]#/'5)!
)#DD/C/58$!.E.'585))!C'5.$/&8Y!56#C.$/&8!.86!$'./8/8X2!
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35C#'/$L!/)!056!AL!$%5!'&05!N5.6!&D!35C#'/$L2!
!
35C#'/$L!U5.)#'5)!.'5!A.)56!&8!'/)H!U.8.X5U58$!.86!&8!C0.))/D/C.$/&8!&D!/8D&'U.$/&82!!
!
O+MW!,%L)/C.0!35C#'/$L!/)!A.)56!&8!)5C#'/$L!I&85)Y!.CC5))!C&8$'&0)!.86!U&8/$&'/8X2!
!
O+MW!85$E&'H!.86!)L)$5U!)5C#'/$L!/8C0#65)!.,,'&,'/.$5!C0.))/D/C.$/&8!&D!85$E&'H)Y!65D58C5=/8=65,$%Y!
4#085'.A/0/$L!)C.8)Y!.CC5))!C&8$'&0)Y!.65]#.$5!58C'L,$/&8Y!0&XX/8X!.86!U&8/$&'/8XY!58)#'/8X!.4./0.A/0/$LY!
)5C#'5!65450&,U58$Y!.86!C%.8X5!U.8.X5U58$2!
!
O+MW!)5C#'/$L!6&C#U58$.$/&8!/)!A.)56!&8!X&&6!X&45'8.8C5!.86!C0.))/D/C.$/&8!&D!6.$.2!
!
O+MW!&,5'.$/&8)!'50/5)!&8!,'&C56#'5)!D&'!WR!)5'4/C5!U.8.X5U58$!/8C0#6/8X!C%.8X5Y!C.,.C/$LY!/8C/658$Y!.86!
,'&A05U!U.8.X5U58$2!
!
K'.8$/8X!.CC5))!$&!6/DD5'58$!'&05)!/8!$%5!O+MW!584/'&8U58$!/)!A.)56!&8!.CC5))!U.8.X5U58$!X#/650/85)2!
!
O+MW!)5C#'/$L!U5.)#'5)!./U!$&!.C%/545!C&U,0/.8C5!E/$%!.,,0/C.A05!'5]#/'5U58$)Y!)#C%!.)!.X'55U58$)!.86!
'5X#0.$/&8)!E%/C%!.,,0/5)!$&!O+MW!.86!/$)!)$.H5%&065')2!

 
!

Compliance and reviews 
!
R&!C&U,0L!E/$%!6.$.!,'&$5C$/&8!0.E)!.86!6.$.!,'&$5C$/&8!.X'55U58$)Y!O+MW!E/00!/U,05U58$!.,,'&,'/.$5!
$5C%8/C.0!.86!&'X.8/).$/&8.0!U5.)#'5)2!
!
O+MW!%&)$/8X!&,5'.$/&8)!./U!$&!C&U,0L!E/$%!$%5!W3S!<b::9!)$.86.'6Y!.86!.6.,$!D&'$%C&U/8X!45')/&8)!&D!
$%5!)$.86.'62!
!
O+MW!)5C#'/$L!,'&C56#'5)!.'5!'5X#0.'0L!'54/5E56!/8!/8$5'8.0!.86!5Z$5'8.0!.#6/$)!.86!/8!U.8.X5U58$!
'54/5E)2!
!
Definitions  
!
@3WTR!@&U,#$5'!35C#'/$L!W8C/658$!T5),&8)5!R5.U!
[S3@![#'&,5.8!S,58!3C/58C5!@0&#6!
O+MW!O.'X5!+8/D/56!M&65'8!W8D'.)$'#C$#'5!
PT"@[!P.'$85')%/,!D&'!"64.8C56!@&U,#$/8X!/8![#'&,5!
3WTRJW!35C#'/$L!W8C/658$!T5),&8)5!R'#)$!J'.U5E&'H!D&'!J565'.$56!W658$/$L!
^W3[!^/)5!W8D&'U.$/&8!35C#'/$L!D&'!5=W8D'.)$'#C$#'5)!
!


